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Confidentiality and Data Protection Policy

(Classification and Handling -Safeguarding Sensitive and Confidential Information)

Version: 1.2

Proprietary Notice: This document contains proprietary information that is confidential in
BPO Convergence Company. Disclosure of this document in full or in part, may result in
material damage to BPO Convergence. Written permission must be obtained from BPO
Convergence prior to the disclosure of this document to a third party.

BPO Convergence Confidential



>BPOC

FORNAX COMPANY

Document Revision History:

Version Date Author Changes Made Reviewed By Approved By

Initial creation of the
22/05/2022 Gyan Singh Confidentiality Policies and Mr.P Sahoo Mr.Amit Sobti
Procedures.

1.1

Updated procedures for
24/05/2023 Gyan Singh data encryption and breach Mr.P Sahoo Mr.Amit Sobti
reporting.

1.2

Added employee training
24/05/2024 Gyan Singh requirements and policy Mr.P Sahoo Mr.Amit Sobti
monitoring.

1. Purpose

The purpose of this Confidentiality Policy is to establish and maintain the confidentiality, security,
and protection of sensitive information within BPO Convergence Pvt.Ltd The policy ensures that all
employees, contractors, and third parties understand their responsibilities in safeguarding
proprietary, confidential, and sensitive information from unauthorized access, use, or disclosure.

2.Scope

This policy applies to:

All employees, contractors, consultants, and third-party vendors who have access to the
organization’s confidential information.

All forms of confidential information, including physical documents, digital records, verbal
communications, and intellectual property.

3. Definitions

Confidential Information: Any information that is proprietary, sensitive, or classified and
that, if disclosed, could harm the company, its employees, clients, or partners. This includes,
but is not limited to, financial data, trade secrets, intellectual property, and personal data.

Sensitive Information: Information that, although not classified as confidential, requires
protection due to its nature or the risks associated with its exposure (e.g., employee data,
client data, project plans).

Unauthorized Disclosure: The sharing, exposure, or transmission of confidential
information without proper authorization or outside the designated channels.
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4. Roles and Responsibilities

Employees: All employees are responsible for protecting the confidentiality of company
information they are privy to, both during and after their employment.

Managers: Managers must ensure that employees understand the importance of
confidentiality and comply with all procedures.

IT Department: Responsible for implementing and maintaining systems and technologies
that ensure the security of confidential information.

Legal and Compliance Team: Ensures that confidentiality requirements are met, and assists
with compliance to relevant privacy laws and industry standards.

Third Parties: Contractors, suppliers, and consultants must agree to confidentiality terms
before accessing sensitive information.

5. Confidentiality Principles

Need-to-Know Basis: Confidential information should only be shared with individuals who
have a legitimate need to know the information to perform their job duties.

Non-Disclosure Agreements (NDAs): All employees, contractors, and third parties must
sign an NDA before being granted access to confidential information.

Data Encryption: All sensitive data should be encrypted during transmission and storage to
prevent unauthorized access.

Physical Security: Physical access to areas where confidential information is stored should
be restricted to authorized personnel only.

Regular Audits: Periodic audits and assessments will be conducted to ensure compliance
with confidentiality policies and procedures.

6. Procedures for Handling Confidential Information

Access Control: Confidential information should be stored in secure systems or locked
physical locations, with access controlled through passwords, keycards, or other secure
methods.

Information Sharing: When confidential information is shared, it should only be
communicated through secure channels (e.g, encrypted emails, secure file-sharing
platforms).
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Retention and Disposal: Confidential information should be retained only as long as
necessary. After the retention period, the information should be securely destroyed (e.g.,
shredding paper documents, permanently deleting digital files).

Reporting Breaches: Any suspected or actual breach of confidentiality should be reported
immediately to management and the IT or security team. An investigation will follow to
determine the extent of the breach and mitigate any damage.

7. Employee Training and Awareness

Initial Training: All new employees should receive training on the importance of
confidentiality and how to handle confidential information in accordance with company
policy.

Ongoing Training: Regular refresher courses should be provided to employees to remind
them of their responsibilities and any updates to the policy.

Acknowledgment: Employees must acknowledge their understanding of the confidentiality
policy through a signed document or digital confirmation.

8. Consequences of Violating the Confidentiality Policy

Failure to comply with the confidentiality policy can result in:

Disciplinary Action: Depending on the severity of the violation, disciplinary action can range
from a written warning to termination of employment.

Legal Consequences: Serious breaches of confidentiality may resultin legal action, including
lawsuits and financial penalties.

Reputation Damage: A violation of confidentiality can damage the company’s reputation and
client trust.

9. Monitoring and Review

Policy Review: This policy will be reviewed annually, or sooner if necessary, to ensure it
remains relevant and in compliance with laws and regulations.

Audit: Regular audits will be conducted to assess the adherence to this policy and identify
areas for improvement.

Continuous Improvement: Based on audit results and feedback, necessary updates will be
made to enhance the policy’s effectiveness in safeguarding confidential information.

BPO Convergence Confidential



